What data does Monalog collect from you?

= Monalog collects what you type on the command line as well as some
other contextual information.

= Some examples of the type of data collected include:
+ resolved aliases (e.g., Il may translate to Is —-al ).

+ the path of binaries executed (e.g., Is may translate into
/usr/local/bin/ls).

+ timestamps
+ working directory

+ user and process ID
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Why should we sanitize?

= Some of the data Monalog collects from you may be of a sensitive or
private nature.

= The Sanitizer gives you the ability to not share such data with us.

= Data is precious, so we don't want to waste it.

= This is why we give you granular control over sanitizing the data.

= |f you sanitize smaller pieces of data (single lines vs. entire sessions),
the amount and quality of data available to us improves, without
forgoing your privacy.
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What is a “session”? What are logs?

= An example of a session is a telnet instance or an xterm window.
= Each of your sessions is recorded in a single log file.

= Hence your data consists of multiple logs, each containing the
commands typed and associated data (timestamps, etc.).

= The name of each log file contains a date & timestamp of when the
logged session was initiated. For example:

2004:12:03.10:38:07-11008.10g

was started on Dec 3 2004, at 10:38 am.
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How do | get started?

1. Choose a date filter or select “All Logs” from the drop-down menu.

2. Your logs will load into the blue panel on the left hand side.

Choose Date Filter:  2004:12
Save Lug Fraview

Sanitization legend: |FEETw I RizEagt

white on black JTokenized

3. Selecting a log

Tip: ¥ou can click on a log name in the blue window on the left to show the contents of a log. Tip:

Log files to be sanitized d|Sp|ayS |t on the
- 2001201 1516.14-0522 20 right hand side. In
5 20041201 20:2310-6245 T this window, you
T can examine and
8 2004:12:03.10:38:07-11008 1] Sanitize your data_

9. 2004:12:03.10:38:31-11018 [1]
10. 2004:12:03.10:38:35-11028 [1]
12, 2004:12:05.10:32:07-261713 [69]
17. 2004:12:06.07:37:35- 27564 [9]
19, 2004:12:06.12:21:14- 27840 [1]
20, 2004:12:06.12:21:14-27831 [142]
22, 2004:12:06.13:14:13-28414 N1
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Types of sanitization: Tokenization & Redaction

= Tokenization replaces the string by a numbered token. All identical
strings in the data map to the same token.

= Hence we know that all instances of the token are the same string, but
we don’'t know what the content of the string is.

> We prefer that you tokenize wherever you can, and redact as rarely
as possible.

= Redaction replaces characters by 'X's. This is the physical equivalent
of blacking out text with a black pen, only better, because even the
length of the redacted text is hidden!
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How do | tokenize or redact?

= You can select or highlight any red-colored text and either tokenize or
redact it by using the buttons on the top right.

Help
B Choose Date Filter:  2004:12 Redact/Tokenize All Logs
IS Untakenize I Unredact I

EENN e WIS Tl e o acted text is white on black,

okenized text is yellow on black gSENETOEREE NN =T N (s =TS
Tip: When viewing a log file, you can select editable data and sanitize (reflact or tokenize) it.

S 1o he sanitized [ Wed Dec 1 15:16:38 2004 - Wed Dec 1 15:17:58 2004 |
5:05:00-6861 [67] Entid: 14

5:16:14-6327 [20] Init: Asrlfahd /CVS Sanitizer A IThreat-Plkg/IThread
L Init Time: Wed Dec 1 15:16:38 2004

0:23:10-8235 [1] User: ruid=9498 euid=0498 =uid=D498

0:23:13-G245 [20] Group: rgid=100 egid=100 sgid=100

0:23:33-8307 [1] Line[ 1]: (pid:B922) {vid.0408) [Wed Dec 1 15716740 2002
e Exec[ 1]: (pid:B269) fuid:9498) [Wed Dec 1 15:16:49 2004] -
0:38:07-11008 [1] Save Time: Wed Dec 1 15:17:58 2004

0:38:31-11018 [1] Sawe Pid: £320

10:38:35-11028 [1] e 0
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What happens to my data when | sanitize?

= When you sanitize parts of your data, the actual data Monalog
collected is not changed.

= |nstead, your sanitizations are stored as rules or masks.

= When you finish sanitizing a log, you can mark it “Sanitized” and save
your work.

= Then, when you have sanitized a number of log files, you can “Export”
the logs.

= Exporting applies the masks to your actual data, and creates a
sanitized copy of the data that you can share with us.

» The original data stays on your machine, and we never have
access to It.
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How do | save my work?

Log files to be sanitized Log files to be sanitized

= After sanitizing a log, choose 2 co0sotc40odoracress il |12 200501 240040 14-2729
it in the blue WindOW, Where 3. 2005:01-26.1.0.45. 3. 2005:01:26.10:48:51-30463 [14]
the unsanitized log files are '
listed. Then press the

[Mark Log as “Sanitized”]

button. The log will move into

the IlSt Of Sanltlzed |095 on Mark Log as "Sanitized"\\ll [ Mark Log as "Sanitized" u, |
the Iower |eft Log files already sanitized (H Log files already sanitized
4. 2005:01: :34:56-30463 [1

= The [Save] button stores both
your sanitizations for the log
you are working on and which
logs you have marked as
sanitized.

11 Un-mark Log as "Sanilized"| 11  Un-mark Log as "Sanitized®

.....

Before & after marking a log as sanitized
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How can | see the sanitized log?

= You can preview a log to see what the final, sanitized output will look
like.

= |n the preview mode, tokenized text is replaced by an enumerated
token and highlighted in yellow for visual cuing.

= Redacted strings are replaced by the string ‘<XXXXXX>" and also
blacked out for visual cuing.

Preview of S5anitized version of log 2004:11:14.18:14:13-14425

This is what the sanitized output of this log will ook like. For large logs, please wait for the sanitations to appear.

[ Sun How 14 18:14:13 2004 - Sun Nov 14 18:14:15 2004 ] I
Entid: 1
Init: Sascl/fahd

Init Time: Sun Now 14 158:14:13 2004

Init Fid: 14425

User: ruid="496 eui1d=9496 suid=5496

Group: rgid=100 egid=100 =sg1d=100

Line[ 1]: (pid:14425) (uid:9496) [Sun Nowv 14 18:14:14 2004]: 11

Exec[ 1]: (pid:14484) (wid:94%9:) [ 1in 1s) <TOKEN-1T7:
Sawe Time: Sun Mow 14 18:14:15 2004

Sawe Pid: 14425

Exit: 1]
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How do | share the sanitized data with you?

1. Choose “Export sanitized logs to text files” from the “File” menu.

2. Choose a directory to store the sanitized files in, and click the “Start

Exporting” button.

File
1 i 3 Save changes
3' ThIS dlreCtory WI” nOW Export sanitized logs to text files ... i A
contain a sanitized copy Exit

Choose log export path...

of your data. You can

Mame a directory you want to export the [ogs to.

- - Recall that anly log files marked sanitized (grey box) Wwill he exported.
share this with us!

|/home/jdoe/monalog_dstas | n

Start Exporting
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How can | sanitize something in all logs at once?

= Pressing the [Redact/Tokenize All Logs] button will allow you to sanitize
data across all logs, instead of one log at a time.

= You can choose a strict or regular expression search and either redact
or tokenize all resulting matches.

Sanitize All Logs At Once

Flease note that any changes made to logs during searches are automatically saved.
Once you start the search, you will NOT be asked to confirm each find.
Also, logs marked sanitized will be excluded from searches.

n The Search Only Tg.-';;e wour search string in the text field below:
private dat

works on logs you

have not already
marked as sanitization action: ¥ Tokenize Un-Tokenize Redact LIn- Redact

sanitized.

Matching method: 4 Exact match Reqgular expression

Search & Sanitize

searching...
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How do regular expressions work?

= |f there is a set of parenthesis in the regular expression string, the
sanitization will be applied only to the match in the parenthesis.
Otherwise, all the text that matches the regular expression will be
matched.

= For example:

/home/\w+/ Sanitize All Logs At Once =3
W|” Sanitize the Wh0|e Fleaze note that any changes made to logs during searches are automatically saved.
0 0 i Once you star the search, you will MOT be asked to confirim each find.
Strlng in red: Alsn, logs marked sanitized will be excluded from searches.
Type your search string in the text field below:

/home/myname/

AUsHD v+

Matching method: Exact match 4 Regular expression
bUt Sanitization action: % Tokenize Un-Tokenize Redact Un-Redact
/home/ (\w+)/ _ _

. o . Logs to search: Those sanitized @ Those not sanitized

will sanitize just the |
Inner part (In red) - search & Sanitize Close
/home/myname/
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Thank you

You should now be ready to use the Sanitizer.
For help on command-line options, try the man pages.

For bugs, comments, or additional help, email
fahd+sanitizer@cs.cmu.edu.
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